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Information Technology – the strategic context

The impact on strategic planning

In the modern environment IT plays a role at all stages of the strategic planning 
process.

▪ Strategic analysis: IT can help create business strengths or overcome existing 
weaknesses

▪ Strategic choice: IT can help create a competitive advantage or give access to 
new markets

▪ Strategic implementation: we’ve already seen how IT plays a role in BPR, for 
example.
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Information Technology – the strategic context

Porter suggested three ways in which IS/IT in general can affect the competitive 

environment and an organisation’s ability to compete.

• New businesses might become possible. For example, auction sites and 

photo-album sites.

• The industry structure can be changed. For example, in the music business it 

can be argued that the large CD publishers have less power because music can 

be self-published on the internet.

• IS/IT can provide an organisation with competitive advantage by providing 

new ways of operating. For example, airlines save money by encouraging 

internet bookings.
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E-business and e-commerce
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E-business and e-commerce

Categories of e-business
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E-business and e-commerce

Stages of e-business
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Information Technology – the strategic context

Benefits of e-business

- Cost reduction

- Increased revenue

- Better information for control

- Increased visibility

- Enhanced customer service

- Improved marketing

- Market penetration

Benefits of e-business

- technophobia 

- security concerns

- set-up costs

- running costs

- limited opportunities to exploit e-

business  

- limited IT resources in-house 

- customers may not be interested in e-

business. 
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Infrastructure to support e-business – five layer 
model



© ACCA

Activity
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Work through Activities 1 and 2
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Answer to Activity 1
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Answer to Activity 2
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IT Risks
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▪ Controls over physical access

- Simple

- Advanced

▪ Logical access controls

▪ Operational controls

▪ Controls over data input

17

IT and systems security controls
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▪ Cyber threats include

- Theft of intellectual or other valuable data

- Disruption to business processes

- Destruction, corruption and leaking of information

▪ Threats typically come from, for example:

- Hackers

- Hacktivists

- Employees
18

Cyber threats and attacks
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10 steps to cyber security

▪ Risk management regime

▪ Secure configuration

▪ Network security

▪ Managing user privileges

▪ User education and awareness

▪ Incident management

▪ Malware prevention

▪ Monitoring systems

▪ Removable media controls

▪ Home and mobile working

Cyber and the CFO (ACCA)

▪ Redefine risk and resilience

▪ Focus on recovery plans

▪ Audit the supply chain

▪ Invest in cyber insurance
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Measures to promote cyber security
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Real world example: data breach at Yahoo

For most organisations, the question is not ‘if’ but ‘when’ a cyber-attack 
will be experienced.
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▪ Establishing a control environment

▪ Carrying out a risk assessment

▪ Systems failure controls

▪ Security controls

▪ Application security controls

▪ Network security controls

▪ Data and content security safeguards

▪ Contingency planning

Safeguarding technology assets
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Exam focus

▪ You do not need to be an IT expert to perform well in the SBL exam.
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Chapter 19: Practice question 

For SBL

➢Attempt the Study Question Bank questions listed above after studying this chapter

➢Attempt Revision Question Bank questions in your revision phase, after studying all chapters
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Thank you
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